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T HA, EARRIREARETE BT At S HE 4% 55 N REE L, e v R BT R A £E 22 HE

@  “Cost of a Data Breach Report 2022,” IBM, July 2022, p. 10, https://www. ibm. com/
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@  “Hi-Tech Crime Trends 2022/2023,” Group-IB, January 2023, p. 23, https://www.
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@ ITU, Global Cybersecurity Index 2020: Measuring Commitment to Cybersecurity, 2021,
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20224E9 H 15 H,

@ “Saudi Arabia $9. 84 Bn Cybersecurity Markets, Analysis, Competition, Forecast &
Opportunities, 2026F, 7 GlobeNewswire, April 5, 2022, https://www. globenewswire. com/en/news-
release/2022/04/05/2416342/28124/en/ Saudi-Arabia-9-84-Bn-Cybersecurity-Markets- Analysis-
Competition-Forecast-Opportunities-2026F. html, /AR ;2023 454 H 15 H,

® ITU, Global Cybersecurity Index 2020: Measuring Commitment to Cybersecurity, pp. 69-70.

@  James Shires, Moral Manoeuvres: Cybersecurity in Egypt and the Gulf States, Ph.D.
dissertation, University of Oxford, 2018, p. 50.
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D Hanan Mohamed Ali, “‘Norm Subsidiarity’ or °Norm Diffusion’? A Cross-regional
Examination of Norms in ASEAN-GCC Cybersecurity Governance,” The Journal of Intelligence, Conflict,
and Warfare, Vol. 4, No. 1, 2021, p. 27; Dennis Broeders and Bibi van den Berg, eds., Governing
Cyberspace: Behavior, Power and Diplomacy, Lanham: Rowman & Littlefield, 2020, pp. 205-227.

@  Martha Finnemore, “Cultivating International Cyber Norms,” in Kristin M. Lord and Travis
Sharp, eds., America’s Cyber Future: Security and Prosperity in the Information Age, Washington: CNAS,
2011; Oleg Demidov, “International Regulation of Information Security and Russia’s National Interests,”
Security Index: A Russian Journal on International Security, Vol. 18, No. 4, 2012, pp. 15-32.

® Reem K. Alqurashi ef al., “Cyber Attacks and Impacts: A Case Study in Saudi Arabia,”
International Journal of Advanced Trends in Computer Science and Engineering, Vol. 9, No. 1,
January-February 2020, pp. 217-224; Ahmed A. Mawgoud et al., “Cyber Security Risks in MENA
Region: Threats, Challenges and Countermeasures,” in Aboul Ella Hassanien, Khaled Shaalan and
Mohamed Fahmy Tolba, eds., Proceedings of the International Conference on Advanced Intelligent
Systems and Informatics 2019, Cham: Springer International Publishing, 2020, pp. 912-921; Booz
Allen Hamilton, “Cybersecurity: A Growing Challenge in the Middle East,” Banker Middle East,
Issue 185, June 2016, pp. 28 —30; Nir Kshetri, The Quest to Cyber Superiority: Cybersecurity
Regulations, Frameworks, and Strategies of Major Economies, Cham: Springer, 2016, (#Tw)
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Abstracts

3  Cross-border E-Commerce Cooperation Between China and Arab Countries: Current
Situation, Challenges and Countermeasures

Abstract Arab countries are important partners of China’s “Digital Silk Road”, and
the cooperation of cross-border e-commerce between China and Arab countries has become a
new choice for deepening digital economic cooperation between China and Arab countries and
achieving mutual benefit and win-win results. The penetration rate of e-commerce in the Arab
countries is generally low, while the market potential is huge. The Covid-19 accelerates the
further release of online purchasing power in the Arab region, and promotes Arabic
e-commerce to enter the stage of rapid development, and also brings opportunities to
strengthening cooperation in the field of e-commerce between China and Arab countries.
Based on the docking of the government levels of the two sides, cross-border e-commerce
cooperation between China and Arab countries covers e-commerce platforms, logistics
services, electronic payment and other key areas and achieved significant progress. At the
same time, there are many constraints in payment cooperation and the supply of e-commerce
talents, and constraint the further deepening cooperation between the two sides. Chinese
cross-border enterprises should take positive measures for key issues and key difficulties, and
promote the high-quality development of cross-border e-commerce cooperation between China
and Arab countries through compliance management, brand strategy, overseas warehouse
construction, localized cooperation, and strengthening the training of e-commerce talents.

Key Words China-Arab Cooperation; E-Commerce; Cross-border E-commerce;
Digital Economy
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21 Complex Intermediate Zone: The Positions and Motivations of the Gulf Arab States
in the Cybersecurity Norm Debate

Abstract With the intensification of strategic competition among major powers and the
development of global political multipolarity, the position of the Gulf Arab states in the
global cybersecurity governance cannot be ignored. By examining the position of six Gulf
Arab states, Saudi Arabia, Kuwait, Qatar, the UAE, Oman and Bahrain in the international
cybersecurity norm debate, and their cybersecurity governance practices, this paper finds that
the Gulf Arab states have chosen a path of cybersecurity governance that is in line with the
interests of the intermediate zone. On the international cybersecurity governance platform, the
Gulf Arab states occupy a mixed position between the two camps. At the domestic level, the
Gulf Arab states’ domestic policies and legal frameworks allow for greater flexibility in the
exercise of state power. At the regional level, informal cooperation and sub-national dialogue
and coordination mechanisms are becoming the main forms of regional cybersecurity
cooperation among Gulf Arab states. Considerations of political security and cultural and
social security, the emergence of new forms of regional competition and conflict, the security
vulnerabilities and huge demand for cybersecurity generated by economic and digital
transformation, as well as the alliance relations at the international level are important factors
influencing the position of these Arab countries in the international cybersecurity norm
debate.
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44 On the NGOs’ Activities and Roles in the Jordanian Livelihood Fields
Abstract The Jordanian NGOs have launched numerous activities in the livelihood
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